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® LEHIGH  mportance ofoT:

U loT a market opportunity for equipment manufacturers, interr
service providers and application developers.

U Over 1 trillionloT sensors, machines, objects, devices by 202
U loT smart objects to reach 45% of all Internet traffic by 2022

U Top Three Applications and Market Share: Healthcare (41%
Manufacturing (37%), Electricity (7%)
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LEHIGH .
OHESN securityof 1oT:

U Desired real time control/reaction & low complexity sensor
nodes makes standard security too slow and complex

U Interest in layers of security and new approaches
Solutions:

U 1. Use the best processing with multiple sensors to combat
attacks on sensor data and communications (focus here

U 2. Employ lower complexity encryption and authentication

U 3. Employ Physical Layer Security
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Processing Magazine, Vol 35, Issue 5, pp. 563, 2018.
Attackers modify data entering/communicated from sensors

Provide tight bounds (w sufficient data) on performance of
best algorithms trying to estimate a parameter after attack.
Results hold for any estimation algorithm, deep learning,
machine | earning, é.

Example algorithms that achieve performance close to bour
llustrated. Use attacked data? How?

Attacks that make attacked data useless for reducing bouno
described. Attacks provide guaranteed degradation to boun
regardless of the algorithms the estimation system employs

References are supplied for various extensions to all results
Beyond sensingBrief discussion of applications to IEEE
1588 for clock synchronization is provided.
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1. Multiple Sensor Network Estimation System
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Simple Estimation Problem

Temperature Estimation Example:
In the ABSENCE any attacks:

C At each sensor: Measured Temperature = Actual temperature + Noise

C The noise at each sensor is independent (unrelated) to others

C® — ® SO ®x*x 0(h )
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More Complicated Estimation Problem

Estimation Example in Radar SysterfLocalization)

In the ABSENCE any attacks:

N

Y/}

Self driving cars
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Attacks on Distributed Sensor Network Estimation System

Phenomenon Y Sensors Y Fusion Cent e
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Attacks on Distributed Sensor Network Estimation System

Spoofing Attacks andMan-in-the-middle Attacks :
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Attacks on Distributed Sensor Network Estimation System

Spoofing Attacks andMan-in-the-middle Attacks:
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Distributed Estimation System and AttackModel

With Attack Model

Physical
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Motivation of Spoofing Attack Model

Simple Example in Radar System:
In the ABSENCE of spoofing attacks:

A

Y/}

Spoofing Attacks in Radar Systems [6, /Radars will appear in all carsdsp

self-driving) to fuse with video to avoid hitting people.

Radar chips costing less than $1 under development> AllloT
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Motivation of Spoofing Attack Model

Simple Example in Radar System:
In the PRESENCE of spoofing attacks:
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Motivation of Spoofing Attack Model

Simple Example in Radar System:
In the PRESENCE of spoofing attacks:

Attack Parameter

The essential effect of the spoofing attack:

f (x|q) vesususuasssy, g cr)T f(4 &)

Similar spoofing attack examples can be foundimart grids. |In one specialcasewhereone
modifieddelaytermreturns
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Spoofing Attacks in Smart Grids [35]: Falsify the measurements at the attack

Phasor Measurement Units, e.g. dajaction attack. or GPS spoofing

[3] S. Cui, Z. Han, S. Kar, T. T. Kim, H. V. Poor, and A. Tajer, A Coor di-imectioa attack ant detection in the smart grid: A detailed
| ook at enriching detection solutions, o0 Si ¢gmnla,l20lRr ocessing Maga

[ 4] T. T. Kim and H. V. Poor , NnStrategic protection agaiensamtvol.@a
no. 2, pp. 3261 333, 2011.
[5] O. Kosut, L. Jia, R. J. Thomas, and L. Tong, AMal i ci ous data attacks o

pp. 645i 658, 2011.

T Ty
i Communication %
MNetwork :
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Topology Attacks (with CMU) =

Topology attacks in Smart Grid[6-8]. Af f ect t he net wor Kk
the topology of the grid either by physically affecting the lines in the ghg<ical

"opology Attack¥kor by manipulating the topological information communicated tt
the operatorQyber Topology Attacks

[6] J. Weimer, S. Kar, and K. H. Johansson, AnDiIi stributed
power networks, o in Proceedings of thelst Il nt er na
Systems. ACM, 2012, pp. 651 72.

[7] Ananth Narayan Samudrala, M. Hadi Amini, Soummya Kar, and Rick S. Blum, "Optimal Sensor Placement
for Topology Identification in Smart Power Grids", 2019 53rd Annual Conference on Information Sciences and
Systems (CISS), March 2019.

[8] Ananth Narayan Samudrala, M. H. Amini, S. Kar, and R. S. Blum, "Sensor Placement for Outage
|dentifiability in Power Distribution Networks", submitted to IEEE Transactions on Smart Grid, 2019.
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B Normally-operating switch
B Abnormal switches
Unidentified fault

S Cyber attacks to power/communication network
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Attacks on Natural Gas Network<é
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Natural gas networksthreatened by cybeattacks [9].

Topology also importarfor natural gas network#ncorrect topology information can
cause the operator to apply inappropriate control causintghgeanddisturption.
Operator can use otwpology verification algorithm [10] to determine from sensor
measurements If the topology matches what the operator believes

GaS networks Supervisory Control and Data Acquisition

threa‘ted by Control Center B Fusion Center (SCADA) system

other types of A

cyber attacks: i ‘ 1

false data R XD | ;

injection, e : So— )

spoofing attack 1 — 7 ity gale

and mar-in- Physical Network ‘-—

the'mlddle > Compressor pd Valve — ee— Pipelines ———»  Signal Flow ® Attack Points

attack [11].

[9] Ponemon Institute, i T hstate of cybersecurity in the oil & gas industry: United St at ©&.S. 02017, pp 1-6.

[10] Z. Wang and R. Blum, i T o p o attack getection in natural gas delivery n e t w o m knranation Sciences and Systems (CISS),
2019 53rd Annual Conference on. IEEE, 2019, pp. 1i 6.

[11] V. Do, L. Fillatre, I. Nikiforov, and P. Willett, i S e ¢ wf SCADQA systems against cyber-physical at t a ¢dBEE Aerospace and
Electronic Magenize, Vol. 32, pp 28-45, 2017.



HEHKSEH Delay Attacks in IEEE 1588 f SEEDS

SECURE EVOLVABLE ENERGY DELIVERY SYSTEMS

Data available

A |EEE 1588is a populartime synchronizatiorprotocoloffering Slave

timing accuracycloseto GPSbasediming. 2 e
de
A Standardorescribedoy Time-SensitiveNetworkingtaskgroup |
of the IEEE 8021 working group and usedin LTE networks, follow_up bt
smartgridsandindustrialautomatiorapplications

at slave

delay req t3 tta, ts

A Generallyassumedhat propagatiordelaysin the forward and . / Idsm

reverse path are equal (Necessaryfor obtaining a unigue delay_resp

solutionfor the clock skewandoffset) \

1, L2, U314

A Malicious nodes can delay timing packets, degrading the

performanceof the clock synchronizationalgorithms [12]. Malicious

Delay attacks CANNOT be counteredusing cryptographic = Master node Slave

protocols,as the attackeris not modifying the contentof the .

timing packet{13-14].

[12]. M. Ullmann and M. Vdgeler, "Delay attacks & Implication on NTP and PTP time
synchronization," 2009 International Symposium on Precision Clock Synchronization for
Measurement, Control and Communication, Brescia, 2009, pp. 1-6.

[13] A. K. Karthik and R. S. Blum, fi Es t i mthebriy-lmased robust phase oaset
determination in presence of possible path a s y mme t imilEEE Oltansactions on .
Communications, vol. 66, no. 4, pp. 16241 1635, April 2018. 4

[14] A. K. Karthik and R. S. Blum, fi R o b phaske oaset estimation for IEEE 1588 PTP in
electrical grid n et wo rink 2008, IEEE Power & Energy Society General Meeting
(PESGM), Portland, OR, August 2018, pp. 17 5.
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Part I: Optimum Processing In the
Presence of Manin-the-Middle
Attacks - Asymptotic

J. Zhang, R. S. Bl um, X. Lu, and [D. Col

estimation i n the presence of attlacks, ¢
vol. 63, no. 5, pp. 1084101, March 2015.

B. Alnajjab, J. Zhang, and R. S. Bl um,
systems with quantizati on: Perf ormance
Transactions on Signal Processing, vol. 63, no. 24, pp-&6B63, Dec.15, 2015

Jiangfan ZhangXiaodongWang, Rick S. Blum and Lance M. Kaplan, "Attack D
etection in Sensor Network Target Localization Systems with Quantized Data", |
EEE Transactions on Signal Processing, Vol. 66, No. 8, R@D35, Aprill5, 2

18.1 also general tepoofing.
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System Model
Without Attack Model

For simplicity of analysis, assume:

Aw — & hl'Q pigdhh! 'Q plisayS

A — deterministic scalar parameter to be estimated;

A £ :additive zero-mean, known pdf "Q¢ , i.i.d. B.Alnajab, J. Zhang, and

5 - o NN > sensor network estimation  systems with qua
ABmaryquantlzer'O p{w (Th-b)} ti on: Performance and

Transactions on Signal Processing, vol. 63, no.
pp. 66596672, Dec.15, 2015




